Cyber Smart ECA Club

LAB OF
BEUTURE

Be Curious

Preparing students to stay safe, smart, and responsible in the digital world.

Session Focus

Introduction to Cybersecurity
Cyberbullying Awareness

Password Security & Digital Protection
Privacy Settings & Digital Footprints

Online Scams & Phishing Awareness

Social Media Etiquette & Responsibility

Digital Reputation Management

Safe Online Communication

Malware & Ransomware Awareness

Network & Public Wi-Fi Safety

Data Breaches & Dark Web Awareness

Al in Cybersecurity (Attack vs Defense)

12 activtities - 12 sessions - 60 mins each Fee: AED 1370/-

1 session / week (Mondays)
Time: 14:15 to 15:15

What You Will Gain

Understand real-world cyber threats and why cybersecurity matters. Develop awareness and
personal responsibility for online safety.

Recognize cyberbullying and its emotional impact. Learn how to respond confidently and support
others responsibly.

Create strong, secure passwords and use 2FA tools. Build habits that protect accounts from hacking.

Learn to manage privacy settings and control personal data exposure. Understand how digital
footprints impact the future.

Identify phishing emails and online scams. Develop the ability to verify links, detect fraud, and
respond wisely.

Practice respectful communication online. Understand consequences of digital behavior and build
positive online presence.

Learn how online actions shape future opportunities. Build strategies to protect and manage
personal digital identity.

Recognize risks in chats and gaming platforms. Learn when and how to seek help from trusted
adults.

Understand how harmful software spreads. Apply basic protection strategies like updates, antivirus,
and backups.

Learn risks of public Wi-Fi. Understand secure browsing, VPN basics, and how to protect home
networks.

Understand what happens during data breaches. Learn practical steps to secure accounts after
exposure.

Discover how Al is used in cyber attacks and defenses. Understand emerging threats like deepfakes
and ethical implications.

Age Group: 15yrs-18yrs




